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ABSTRACT

Marine forces are expeditionary in nature yet require
the full range of Public Key Infrastructure (PKI) services
at deployed sites with limted bandw dth and access to their
respective Registration Authority (RA). The devel opnent of
a PKI solution for the tactical arena is a fluid and conpl ex
chal l enge that needs to be answered in order to ensure the
best support of tactically deployed forces. Deployed Marine
forces will need the capability to issue and re-issue
certificates, perform certificate revocation, and perform
key recovery within the command elenent of the deployed
unit. Since the current United States Marine Corps (USM)
PKI was not designed with the tactical environnment in m nd,
the full extent of PKI deficiencies for field operation is
unknown. This thesis begins by describing public key
cryptography, the inplenentation and objectives of a USMC
PKI, and the conponents necessary to operate a PKI. Next ,
tactical 1issues that have been identified as areas of
concern along with their proposed solutions are presented.
Supporting material describes design issues, such as
scalability and interoperability, and technical challenges,
such as certificate revocation lists (CRL), key escrow and

managenent of tokens.
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| NTRODUCTI ON

Throughout history, mlitary |eaders have regarded
information superiority as a key enabler of victory. The
Marine Corps nust be able to take advantage of superior
information converted to superior know edge to achieve
“deci sion superiority” — better decisions arrived at and
i npl emrented faster than an opponent can react, or in a
nonconbat situation, at a tenpo that allows the Marine Corps
to shape the situation or react to changes and acconplish
its mssion. The WMarine Corps of the future wll use
superior information and know edge to achieve decision
superiority, to support advanced comand and contro
capabilities, and to reach the full potential of dom nant
maneuver, precision engagenent, full dinensional protection,
and focused | ogistics.

Marine forces are expeditionary in nature and require
the full range of Public Key Infrastructure (PKI) services
at deployed sites with limted bandw dth and access to their
respective Registration Authority (RA). Depl oyed Mari ne
forces will need the capability to issue and re-issue
certificates, perform certificate revocation, and perform
key recovery within the command elenent of the deployed

unit. In addition, tactical requirenents dictate that



provi sions nust be nmade to accomodate issuing certificates
to allied and coalition forces during conbined/coalition
oper ati ons.

The current plan for the inplenentation of the United
States Marine Corps (USMC) PKI calls for centralized
certificate nmanagenent and decentralized registration
Wthin this type of architecture, the USMC wll issue
certificates to all mlitary and Marine civilian personne
by Cctober 2002. However, the tactical environnents that
the USMC faces present a unique set of challenges to this
architectural approach. Since the current United States
Marine Corps (USMC) PKI was not designed with the tactica
environment in mnd, the full extent of PKI deficiencies for
field operation is unknown.

To further understand the tactical challenge, one nust
appreciate the basic definition of tactical. For purposes
of this docunent, tactical is defined as “any environnent
where networked conputers exchange protected information in
support of conbat operations”.

The nature of the tactical arena invariably suggests
that the USMC nust enploy alternative solutions, at least in
part, to institute PKI tactically. It is recognized that
injecting PKI into tactical operations will significantly

change the way units prepare for deploynents. The chall enge



arises fromthe need to alter the architecture to fit the

requirenents of the tactical arena. Wi ch elenents of
traditional PKI will be needed within the tactical arena?
How will that be acconplished? For exanple, noving a

Certification Authority (CA) away from the centralized
region of the current architecture and closer to the Loca
Regi stration Authorities (LRAs) will affect the maintenance
of secure and stable connectivity wth remining CAs.
Hence, the USMC needs to address specific tactical PKl
requi renents. Based on experience and technical know edge,
the USMC has identified areas of concern, which is the focus

of the thesis.

A THESI S OUTLI NE

This thesis begins with a description of the tactica
PKI problem Chapter Il introduces public key cryptography
which is an energing technology that supports the
cryptographic services of <confidentiality, authenticity,
integrity and non-repudi ation. Public key cryptography
differs from conventional cryptography in that t wo
mat hematically related, yet different keys are used for
encryption and decryption, instead of identical copies of
the same key. \Were conventional cryptographic services is

l[imted to supporting confidentiality and integrity, public



key cryptography can be used to support confidentiality and
integrity, as well as authentication and non-repudi ati on.

The | ast section of Chapter 11, describes the various
aspects of a PKI.

Chapter 111 describes the USMC PKI inplenentation. The
main six USMC PKI entities are presented in a top down
sequence starting wth the Root Authority, followed by the
Certificate Authority (CA), Registration Authority (RA)
Local Registration Authority (LRA), Trusted Agents (TA), and
ending with the End-Users. (bjectives for the USMC PKI are
explained and a current tineline for the inplenmentation and
depl oynent of the USMC PKI is given.

In Chapter |V tactical issues and proposed solutions
are identified and described. Tactical issues concerning
key escrow recovery, PKI directory services, and certificate
revocation |lists are presented. Addi ti onal topics include
t he managenent of tokens, transportation, bionetrics, and a
di scussion of the Jloss or capture of personnel and
equi pnent .

Chapter V summarizes the key points of the thesis and
presents general conclusions based on the thesis research.
The inplenmentation of a tactical PKI wthin the USMC is a
conplicated and diverse challenge that requires careful and

met hodi cal planning to ensure that tactical forces are



depl oyed with a workable solution for tactical requirenents.
Chapter Videntifies and briefly discusses additional issues

for further research.
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1. PUBLI C KEY CRYPTOGRAPHY AND | NFRASTRUCTURES

A | NTRCDUCTI ON

This Chapter introduces public key cryptography as an
energing technology that provides nechanisns supporting
confidentiality, aut henticity, integrity and non-
repudi ation, which will be described |ater. Public key
cryptography differs from conventional cryptography in that
two mathematically related, yet different keys are used for
encryption and decryption, instead of identical copies of
the sane key. \Were conventional cryptography is limted to
providing confidentiality and integrity, public key pairs
can be used to provide confidentiality and integrity, as
well as authentication and non-repudiation. The | ast
section of this Chapter will explain what enconpasses a PKl

in detail to further understand the technical challenges.

B. CRYPTOGRAPHY

Crypt ography neans hidden witing, the practice of
using encryption to conceal text [Ref 22, p. 23] .
Crypt ography does for electronic information what | ocks do
for printed infornmation. The information is protected by
scranbling it in such a manner that it can be unscranbl ed

only with a secret key [Ref 21, p. 286].



Crypt ography has becone increasingly inportant in the
| ast few years. The increased use of networking and the
availability of comrercial cryptographic products has fuel ed
this increased interest. Years ago cryptography was mainly
a nat i onal security concern for protecting t he
confidentiality of classified information.

Recent devel opnments have seen a greater concern for
security in the commercial as well as the DoD environnment
and the additional need for authenticity and integrity have
becone increasingly inportant.

Some of the increased interest in the use of
cryptography is due to the services that are provided by
Public Key Cryptography. Public key cryptography can
provi de a superior neans of authenticating oneself across a
network than traditional password protections. Public key
crypt ography supports digital signatures which are inportant
for comruni cations so that the recipient of a nmessage can be
assured that the nessage really cane from the person who
claims to be the sender. Digital signatures also provide
assurance that the content has not changed since it left the
sender. Integrity and authentication of nessages have
becone inportant within the Defense Message System (DVS) and
various other USMC applications. Standards, such as Secure

Mul ti purpose Internet Mail Extension (S/MME) may stinulate



greater use of secure nmail over the Internet, if vendors
i npl ement the standard such that interoperability anong
vendor’s secure mail products is achieved.

Encryption and digital signatures are also inportant
for electronic transactions. Encryption can be wused to
protect SBU data from unauthorized observation and digita
signatures can be used to ensure that the clai ned individual
really is authorizing an order. For the USMC, digital
signatures will prove useful in tactical areas by providing
assurance of the integrity of a request for resupply,
authenticity of the request for resupply, and verification
that the request was received.

Conventi onal cryptography, which has historically been
used, provides for confidentiality and integrity. |In order
to successfully use public key cryptography, certain
services such as key generation, key distribution, key
revocation, etc. are required. A public key infrastructure
of sufficient size and scope to adequately address all USMC

needs nust be depl oyed to nmake use of the technol ogy.

C. PUBLI C KEY CRYPTOGRAHY
Conventional cryptography (also called symretric-key)
and public-key cryptography (also called asymetric-key) are

bot h based on conpl ex mathemati cal al gorithns and use keys.



Symmetri c- key crypt ogr aphy schenes provi de nmessage
confidentiality by requiring the sender and receiver to
share a common, secret key. Each user nust trust the other
not to divulge the common key to a third party. These
systens encrypt |arge anmounts of data efficiently; however

t hey pose significant key nmanagenent problens in networks of
nore than a very small nunber of wusers, and today are
typically used in conjunction with public-key cryptography.
Exanpl es of this include, electronic conmerce by protecting
credit card transactions and a variety of ticketing systens

from mani pul ati on and fraud.

Cryptography (1)

e/////ﬁQL\\\\g

—> Encrypt Decrypt >

symmetric key or secret key

Figure 1. Symmetric Key Cryptography

In 1976, two cryptographers at Stanford University,

VWitfield Diffie and Professor Martin Hellman, invented a
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met hod whereby two parties could agree on a secret nessage
key wthout the need for a third party, an off-line
exchange, or transm ssion of any secret values [Ref 21, p.
298]. The Diffie-Hellman nmethod is based on the concept of
a private-public key pair.

Publ i c- key cryptography schenes require each party to
have a key pair: a private key, which nust not be discl osed
to another wuser, and a public key, which my be nade
available in a public directory. The two keys are related
by a hard one-way function, so it is conputationally
infeasible to determne the private key fromthe public key.
Since the security of the private key is critical to the
security of the cryptosystem the private key is often
stored in software with password protection; alternatively,
the private key can be stored in a secure hardware token
that prevents direct access or tanpering.

There are key managenent problens associated with both
symmetric-key cryptography and public-key cryptography.
Symmetri c- key crypt ogr aphy schenes provi de nmessage
confidentiality by requiring the sender and receiver to
share a common, secret key. Each user nust trust the other
not to divulge the conmmon key to a third party. They pose
significant key managenent problens in networks of nore than

a very small nunber of users. If confidentiality is

11



conprom sed it becones increasingly difficult to determ ne
the point of conpromse with a greater nunber of users.
Publ i c- key cryptography schenes require each party to have a
key pair: a private key, which nust not be disclosed to
anot her user, and a public key, which may be nade avail abl e
in a public directory. Problenms here arise wth the
avai lability of the public directory and mai ntenance of the
public directory. One nust ask: Is the public directory
current and does it have the public key that is required?
Publ i c-key systens sinplify the key nmanagenent probl ens
associated wth symetric-key encryption; however, even nore
inportantly, public-key cryptography offers the ability to

efficiently inplenment digital signatures.

Cryptography (2)
Keyl Key2
V V

Asymmetric or Public Key Cryptography

* Different Keys at each end

* Derivation of one key from the other is
impossible
— Computationally infeasible

Figure 2. Public Key Cryptography
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D. CONFI DENTI ALI TY, AUTHENTI CATI ON | NTEGRI TY AND NON-
REPUDI ATl ON

Public key cryptography schenmes provide nechanisns
supporting confidentiality, authenticity, integrity and non-
repudi ation for the network and will now be descri bed.

1. Confidentiality

Confidentiality is sonetines called secrecy or privacy.
It involves keeping a nessage or data private. Typically it
is provided by encryption.

2. Integrity

It is a neasure of the state of whol eness or goodness
of the resource or the degree to which it is accurate,
conplete, genuine, and reliable [Ref 21, p.25]. Typical ly
it is provided by digital signatures in such a way that a
message or data is not alterable w thout detection

3. Aut henti cati on

Aut hentication refers to nechanisns for confirmng the
identity of people, systens or information. Mechani sns
i ncl ude passwords, access tokens, bionetrics, waternmarks,
and in networked environnents digital signatures. They
ensure that the quality or condition of information is
authentic, trustworthy, and genuine and that wusers or
senders of information are who they <claim to Dbe.

Authenticity is typically provided by digital signatures.

13



The DoD PKI digital signature has been evaluated by the
Ceneral Accounting Ofice as neeting the requirenents to be
legally binding electronic substitute for a “wet signature”
on docunents [Ref 28, p.1].

4. Non-r epudi ati on

Non-repudi ati on neans that a person cannot deny having
sent or processed information. It is typically inplenented
by requiring the sender to digitally sign the information
At a later tinme a judge or a third party can establish that

the sender really did send a nessage.

E. PUBLI C KEY | NFRASTRUCTURE
A  PKI enconpasses “Certificate Mnagenent” and
“Regi stration” functions and “Public Key enabl ed

applications”.

What's a Public Key
| nfrastructure?

Certificate  Public Key Enabled
Registration m

Maﬁmt ns
Authority
LS
‘ Daa Receiving Party®
Sender (Bab) .
(Key Owner, e.g. Alice) > Z
\

All the components, processes, and procedures required to issue and manage digital certificates

14



Figure 3. Wat’'s a Public Key Infrastructure?

1. Certificate Managenent

Certificates, simlar to identification cards, are
el ectronic credentials that are used to certify the online
identities of individuals, organizations, and conputers.
Certificates are issued and certified by CAs. A certificate
signed by a trusted third party binds an individual’s public
key to the individual. Thus we trust that any use of the
public key in essence speaks for its owner.

Certificate Managenment provides for the generation,
producti on, di stri bution, control, accounti ng and
destruction for public key and public key certificates.
Certificate Managenent s conposed of a Certificate
Authority (CA) and Directory Services. The CA plays the
role of a trusted third party that certifies the identity of
t he possessor of a private key used for digital signature or
key exchange by providing digitally signed certificates for
users and conponents. Certificate managenent wll also
provide key recovery for private Kkeys associated wth
encryption certificates to support data recovery.

Information contained in the certificate includes a
version nunber, the issuer’s nanme, a serial nunber, the
i ndividual or entity’ s nane, public key, validity period for

use and optionally other attributes or privileges [Ref 24,

15



Section 8, p.21]. The certificate nmanagenent process in the
DoD PKI will be responsible for:

Digitally signing each certificate, thereby certifying the
identity of the end entity possessing the corresponding
private key.

Managi ng the revocation of certificates. Two nethods will
be used to manage the revocation of certificates: (1)
Publ i shing and posting a Certificate Revocation List (CRL)
to the directory, and (2) Providing a nechanismfor a real-
time check of the revocation.

Archiving all certificates and CRL's even after expiration
or revocation, to support non-repudiation of digital
si gnhat ur es.

Provide tools and procedures for personnel responsible for
user registration status [Ref 1, p. 2, 3].

To ensure consistent, proper usage of different
assurance levels across the DoD, PKI certificates wll be
i ssued with assurance levels in accordance with the m ni num
criteria listed bel ow

Class 2: (Formerly Basic) This level is intended for

applications handl i ng i nfornmation of | ow val ue
(Uncl assified) or protection of systemhigh information in a
low to nmedium risk environnent such as Sl PRNET. Thi s

assurance |evel does not require that the end user register
in person and their cryptography can be software based.
Note: DoD will use Class 3 certificates to support Class 2
applications.

Class 3: (Fornerly Mediun) This level is intended for
applications handling nedium value information in a |ow
medium risk environment. This assurance |evel is
appropriate for applications that typically require
identification of an entity as a |egal person, rather than
nerely as a nmenber of an organization. This assurance |evel
requires that the end user register in person and their
cryptography can be software based.

Class 4: (Fornmerly High) This level is intended for
applications handling nmedium to high value information in
any environnent. These applications typically require
identification of an entity as a |legal person, rather than
nerely a nenber of an organization. This level requires a
hardware token for protection of the private key material.

16



This assurance |evel requires that the end user register in
person, and that the cryptography be hardware based.

Class 5: This level is intended for applications
handling classified information in a high-risk environnment
(over an open unprotected network). This assurance |eve

requires National Security Agency (NSA)-approved Type |
cryptography [Ref 1, Appendix c-1].

To achieve interoperability of certificates across all

DoD conponents, the DoD Class 3 identity and encryption

certificates will have a mninumcomon set of attributes
(i.e. citizenship, gover nirent / non- gover nnment enpl oyee,
servi ce, or agency affiliation) [ Ref 1, p. 2] .

| nteroperability between DoD and its vendors and contractors
will be acconplished, in the near term by using External
Certification Authorities (ECAs).

Primarily CA Directory Services are used to distribute
certificates and CRLs to wusers and applications. In
addition, directories can be used to distribute other end-
entity information such as e-nmail address, phone nunbers,
postal address, etc. A directory system nust be viewed from
at |east two perspectives: user access and adm nistration
User access includes the suite of access protocols, as well

as the neans of controlling access to information wthin

that repository. Also the directory system should be
configured to use di gi tal si gnat ur es for strong
identification and authentication (1&) as well as non-

repudi ati on, of adm nistrator actions.

17



2. Regi stration

Al though the CA is ultimately responsible for
identification and authentication during the certificate
creation process, the CA nmay assign sone of t he
responsibility to the Registration Authority (RA) and Local
Regi stration Authority (LRA). In general the RAs/LRAs are
responsible for authenticating the identity of wusers and
entities during the creation of certificates. Certificates
may also contain additional information and it is the
responsibility of the RAV/LRA to verify the accuracy of this
i nformation. The requirenents for the RA/LRAs and
associ ated tools are defined in the US DoD X. 509 Certificate
Policy [Ref 1, p.3].

Regi stration will be done through a workstation and
web- based application. Hardware tokens will be used to help
establish assurance of the process. A registration
wor kstation with standardi zed procedures for the request and
delivery of certificates wll be based on comercial
standards and technologies. A desired goal is a commobn set
of processes and tool s t hat supports certificate
registration at all levels of assurance. The only
difference in the registration process bei ng user

identification procedures and tokens used to protect the

18



keys. This will allow all wusers to register with the
appropriate CA server through an LRA

3. Applications and Standards

A PKI supports the enploynent of cryptographic security
services by providing public key information, certificates
and Certificate Revocation Lists (CRLs) to cryptographic
applications, which encrypt and decrypt data and sign and
verify signatures. To use public key technol ogy,
application developers nmnust wunderstand the supporting
infrastructure’s policies, usage and interfaces. There are
a nunber of commercial off the shelf applications avail able
today that use PKI certificates. Because of the newness of
the standards and products, however, there can be sone
functional and interoperability problens between vendors’
products. The Defense Information Systens Agency (D SA) and
Nat i onal Security Agency (NSA) are actively working with the
vendors and the standards comunities to achieve standard
specifications and product i npl ementations to ensure
interoperability. The DoD is commtted to ensuring that
these DoD specifications are consistent wth energing
comercial and National Institute of Science and Technol ogy
(NI'ST) Federal standards to support DoD interoperability
requirenents [Ref 1, p. 3]. The DoD PKI will also continue

to track new and evolving Internet Engineering Task Force

19



(IETF) standards to ensure that the nost w dely accepted
comercial standards are fully |everaged to support maxi mum
interoperability in the future.

4. Bi onetrics

Security IS enhanced by usi ng mul ti-factored
aut henti cati on. Commonly used factors are: sonet hi ng you
know, sonething you have, sonething you are, and sonething
you do. Password-based systens typically use only the first
factor, i.e. sonething you know. A token adds an additiona
factor, and represents sonething you have. Two factor
aut hentication has proven to be nuch nore effective than
single factor because the sonething you know factor is so
easily conmprom sed or shared. Bionetric identification adds
anot her factor providing sonething you are. Bi onmetrics is
the technology of neasuring and statistically analyzing
human body characteristics. Bionetric identification can be
classified into two groups: static bionetric and dynamc
i dentification.

Static bionetric identification captures and verifies
physi ol ogi cal characteristics of an individual. Common
static bionetric characteristics include fingerprints, eye

retina, and facial features.
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Dynamc bionmetric identification wuses Dbehavioral
characteristics of an individual. Common dynam c bionetric
characteristics include voice and handw i ti ng.

Bionetric authentication requires readers or scanning
devices, software that converts scanned information into
digital form and, wherever the data is to be analyzed, a
directory that stores the bionmetric data for conparison with
entered data. When converting a bionmetric input, the
software identifies specific points of data as match points.
The points are processed using an algorithm into a value
that can be conpared with the stored bionetric value when a
user tries to gain to access.

A smartcard token can be enhanced to include the
sonething you are factor. Prototype designs are avail abl e,
whi ch use thunbprint bionmetrics from the thunbprint reader
on the surface of the token in addition to the PIN in order
to unlock the services of the token. Al ternatively, a
t humbprint bionetric value, a retinal bionetric value, or
other biometric information can be stored on the card, which
is checked against data obtained from a separate bionetric
i nput devi ce. Simlarly, Something you do such as typing
patterns, handwitten signature characteristics, or voice

inflection bionetric values can be stored on the token and
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be matched against data accepted from external input
devi ces.

If the system is designed to allow for graded
authentication, the admnistrator can assign different
security labels based on the nunber and type of 1login
factors deened necessary to enable access to the requested
data or services. For exanple variations include, Token
only, Password only, Bionetric only, Password and Token,
Bi onmetric and Token, Bionetric and Password, and Bionetric

w th password and Token.

F. CONCLUSI ON

This chapter introduced public key cryptography and
gave a brief overview of what is required of a public key
i nfrastructure. It covered wutilization of public key
cryptography to achieve confidentiality, authentication,
integrity, and non-repudiation. D fferent assurance |evels
across DoD PKI certificates were introduced for future
reference. A brief overview of how PKI will be inplenented

within the USMC wi || be provided in Chapter I11.
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I11. USMC PKI | MPLEMENTATI ON

A | NTRODUCTI ON

Soon, nearly every Marine and DoD enployee will need
PKI services to support tactical users and daily activities.
These services are becoming increasingly inportant in
net wor ked envi ronnments where conmuni cati ons and transactions
occur over unsecur ed channel s. The need for
confidentiality, integrity and digital signatures can be
provi ded by cryptography, which in turn needs the support of
a PKl. In this chapter specific details of the PK

pertinent to the USMC wi Il be discussed.

B. USMC PKI HI ERARCHI CAL STRUCTURE

The USMC PKI builds on the DoD PKI and consists of six
entities in a top down hierarchical structure beginning with
the Root Authority housed at the National Security Agency
(NSA), Finksburg, MD.

1. Root Authority

The National Security Agency (NSA) will initialize and
operate the Root Authority. The Root Authority wll
register and certify all DoD Certificate Authorities (CA).
If the root CA is conpromsed then the integrity and

security offered by the systens it supports is |ost. The
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root authority is not involved in daily functions of the PKI

system

DoD PKI Infrastructure

gning
1
Directory Servj X A Directory Eér

{~—Replication

Future DMCs (OCONUS?) | DMC - Champiersburg |

2% LRA Workstation RA W A
o orkstation
= Trusted Agents =]"| Register LRAs
UNCLASSIFIED ~ Register Users Revoke Certs DoD End User

Figure 4. DoD PKI Infrastructure

2. Certificate Authority (CA)

The Defense Information Systens Agency (DI SA) has been
designated as the DoD, (e.g., USMC), Certificate Authority
(CA). DISA will have at |east four CA sites. Currently,
there are two CAs. One CA is |located at Defense Mega Center
(DMC) Chanbersburg, PA and the other resides at DMC Denver,
CO Two yet to be determ ned overseas sites, one in Europe
and another in the Pacific are planned. These CAs are
connected to the N PRNET. A second set of CAs wll be

connected to the S| PRNET.
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As the DoD CA, DISA will be the sole authenticator for
the USMC Registration Authorities (RAs) and provide
directory and certificate services and system nanagenent.
The CA itself nmay generate sone certificate information; but
in general the CA is responsible for collecting information
from authorized sources and correctly entering that
information into a to-be-signed certificate. The CA is
bound by its Certificate Practice Statenent (CPS) to include
only valid and appropriate information, and to maintain that
due process is exercised in confirmng the information.

3. Regi stration Authority (RA)

The USMC Registration Authority (RA) is the Marine
Corps Information Technology Network Operation Center
(MTNOC) Chief Information Oficer (CO. The M TNOC CI O
w Il oversee the inplenentation of the USMC PKI. The USMC
RA will register all USMC Local Registration Authorities
(LRAs), servers, and nmmintain/submt certificate revocation

lists (CRLs) to the CA The RA will nmake the initial

di stribution of End- User certificates during t he
i npl ementation of PKI. The RA will use the RA workstation
to interact with the CA and will use a token reader and
token for system access. The RA will manage LRA groups and

LRA certificates. The RA al so issues server certificates.

The purpose of a server certificate is to act as an identity
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certificate for server authentication when establishing a
Secure Socket Layer (SSL) session.

4. Local Registration Authority (LRA)

Local Registration Authority’'s are local entities that
identify and authenticate End-Users and register them as
part of the certificate issuance process. LRAs will be
desi gnat ed in accor dance wth t he UsSMC Net wor k
regi onal i zation concept, where eight regions are currently
bei ng identified. Unit Commanders within each region wll
designate Information Systens Security Oficers (1SSQOs)
within their region to act as the LRA. Custom software has
been devel oped to provide a graphical user interface (GU)
for the LRA. This workstation and a web browser are used to
regi ster users during the certificate i ssuance process. The
LRA workstation provides tools for creating |lists of users,
assigning unique identifiers (U D) and creating One-Tine
Passwords (OTP), which are needed by users to conplete the
certificate issuing process. The LRA workstation provides
secure nechanisns for delivering the user lists to the CA
server. These nechanisnms include: file upload that uses a
mode of the Secure Socket Layer (SSL) protocol that
aut henticates both the client and server system LRAs also
have the capability to reset users’ login OIP, should the

user fail to login properly after three attenpts with the
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OTP when trying to conplete the certificate issuance
process. LRAs are required to use token readers and tokens
to access the system

5. Trusted Agents (TA)

Trusted Agents (TAs) are local entities that verify
end- users per sonal dat a, and perform face-to-face
aut hentication. Trusted Agents assist RAs and LRAs when it
is not geographically feasible for End-Users to physically
conme to an RA or LRA location. Unit Conmanders w thin each
region wll designate Information System Security Oficers
(1SSCs) within their region to act as Trusted Agents on an
as needed basis during and after the inplenmentation of PKI

6. End- User s

End-Users will use the USMC PKI in their daily duties,
digitally signing and encrypting nessages in support of
various USMC functions. The End-User is responsible for
interacting with the LRA for obtaining and maintaining

personal certificates.

C. USMC PKI OBJECTI VES

Mari ne Corps networks support a variety of the Marine
Cor ps’ depart nent al and enterprise-wide applications.
Several energing joint applications are being devel oped and

fielded with integrated public key mnmechanisnms and PK
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i nterfaces. Exanpl es include Electronic Docunent Access
(EDA), Defense Travel Systens (DTS), Medium G ade Services
(M3S), Navy Marine Corps Intranet (NMCl), and Joint Conputer
Ai ded Acquisition Logistical Support (JCALS).

DoD PKI policies are established at three fundanental
levels: the entire DoD, the DoN (including the Marine
Corps), and locally at the command | evel. DoD policies are
the highest |level of policies affecting the entire PKI and
are the broadest of all policies. DoD policies are not
designed to cover every detail of inplenenting a PKI. DoN
and local policies cannot conflict with the overall DoD
gui dance, only enhance the overarching DoD policy. One of
the nore influential policy docunents affecting DoD policy
on PKI is Public Key Infrastructure Roadmap for the
Department of Defense Version 2.0, Revision C, 08 Septenber
2000. It states nunerous dates for the inplenentation and

depl oynent of the DoD PKI .

DoD nust deploy an infrastructure capable of issuing
Class 3 DoD PKI certificates to each nmenber of the
organi zati on by Cctober 2000 [Decenber 2001].

Al DoD users will, at a mninum be issued a Cass 3
PKI certificate by Cctober 2001 [ Cctober 2002].

To accelerate inproved protection of information
exchanged within the DoD, all e-nmail sent within the DoD
will be digitally signed by October 2001 [ Cctober 2002].

DoD Conponents will begin to issue Class 4 certificates (on

hardware tokens) in replacenent of Class 3 certificates
(software based) by January 2002 [ Cctober 2002].
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Syst ens usi ng PKI technology to protect SBU
i nfornmati on over unencrypted networks, such as e-mail, nust
mgrate to the use of Class 4 certificates and hardware
t okens by 31 Decenber 2002 [ Decenber 2003].

The dates in brackets are the new DoD PKI M| estones
approved 12 August 2000. Wth the tinetable already
established the Mrine Corps nust aggressively pursue its
PKI i npl enentation plan, strictly adhering to the
established DoD PKI standards, to neet the objectives set

forth in the above policies.

D. CONCLUSI ON

This chapter described the Marine Corps’ role within

the DoD s policies and overall strategy for PKI
i npl enent ati on. The USMC PKI Hierarchical Structure was
expl ai ned. Marine Corps specific responsibilities and

objectives for the inplenentation of a PKI within the USMC
were presented and discussed. How tactical issues affect

Marine PKI inplenmentation will be discussed in Chapter IV.
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| V. TACTI CAL | SSUES AND PROPOSED SOLUTI ONS
A nunber of focus groups were held between August 1999
and January 2000 to gather wuser requirenents for both the
Target Key Managenent Infrastructure (KM) and DoD PKI. As
a result of those focus groups, two requirenents docunents

wer e produced.

?? Future KM Oper at i onal Requi renents  Docunent

(Initial Draft), 29 Cctober 1999

?? DoD Public Key Infrastructure User Requirenents,
29 February 2000
The goal of the focus group that net 7-8 June 2000 was
to gather feedback on the contents of these two docunents,

and capture additional requirenents that are not currently

included in either of these docunents. An area of
particul ar I nt er est for feedback on the PKI User
Requi renments docunent was Tactical PKlI Requirenents. From

the results of that focus group, (Reference 18), sone issues
of concern included: Personnel, Physical Security, Hardware
and Sof t war e, Transportation, Bi onetrics, Key
Escrow Recovery, Directories, Certificate Revocation List,
Managenent of Tokens, Loss or Capture of Personnel and

Equi prent. For the remainder of the Chapter, | wll define
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the issues nore deeply and give what | believe to be

wor kabl e solutions to these i ssues.

A TACTI CAL PKI REQUI REMENTS

To understand the tactical PKI challenge, one nust
appreciate the basic definition of a tactical PKI. For
purposes of this docunent, a tactical PKI is defined as “a
PKI in support of conbat operations”.

In the tactical environnent, a tactical conmmunity
should be able to replicate portions of the directory that
are needed for a specific tactical operation w thout having
to depend on the availability or reachback to the primry
directories [Ref 18, #177]. In Chapter |1l the definition
of a Certification Authority (CA) and Local Registration
Authority (LRA) were given. A mgjor difference between the
two is that the CA is responsible for all aspects of the
certificate issuance and managenent process. The LRA is a
local registration agent that verifies end wusers and
registers themprior to certificate issuance. If an LRA is
depl oyed with enough pregenerated certificates and is held
responsi ble for all aspects of the certificate issuance and
managenent process it should be upgraded to a | ocal tactical

CA. This would allow for all the functions of the CA to
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take place locally and not rely on reachback to the primary
directories.

Wile the USMC PKi can support nost tacti cal
requi renents through the use of a local tactical CA, there
are still sone issues concerning the conpleteness of the
services provided by the |ocal tactical servers. Since the
tactical environnment does not always provide easy access to
the infrastructure elenents (i.e., CA Servers, directory),
services requiring such access may suffer. The services
that suffer may include rapid nobilization, rapid conpron se
recovery required by tactical operations, key recovery, and
support for renote users.

A tactical PKI includes the personnel and processes to
perform PKI functions that include all processes including
the availability of LRA personnel, the availability of
tokens, etc. The tactical PKI should not inhibit the rapid
nmobi lization of tactical comunications and information
systens. It should not degrade conmunications and shoul d
m nimze bandwi dth consunption as part of its basic design
It should support the rapid addition and renoval of public
key certificates to enable rapidly changing user roles and
privil eges. In addition, the deploynent of a tactical PK
necessitates the need for a token that nust neet tactica

envi ronnent constraints.
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The local tactical CA and associated directories wll
be required to support conbined/joint coalition operations.
Certificate nmanagenent services wll need to be self-
cont ai ned/ support ed on i sol ated C2 net wor ks.
Interoperability with Allied/ Coalition and NATO systens is
crucial [Ref 18, #146].

B. | SSUES CONCERNI NG PERSONNEL, PHYSI CAL SECURI TY,

HARDWARE AND SOFTWARE, TRANSPORTATI ON AND BI OVETRI CS

1. Per sonnel

Sone tactical PKI personnel related concerns are: WII
a tactical PKI result in a “Zero-add” of personnel to units?
If it is not a “Zero-add”, then what are the additional
personnel requirenments? Do we need to redesignate personnel
(1.e., Staff Sergeant to Warrant O ficer) to maintain a
“Zer o- add” approach?

Wth the Total Force Structure locked in place the
procurenent of additional personnel is highly unlikely. The
Mari ne Corps should ook at initiating a program designed to
train and retain personnel in the Information Technol ogy
field. Many Marines are trained to perform specific
| nformati on Technol ogy jobs, but when it is tine to reenlist
they opt to exit the Marine Corps for greater pay and a

hi gher quality of life.
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As with other critical Mlitary Occupation Speciliaties
(MOS's) the Marine Corps needs to add an incentive for that
Marine to continue with a career in the Marine Corps. One
possible solution is to require a payback period in return
for training in certain IT skills. Reenl i st ment bonuses,
and annual bonuses should be reviewed as other possible
i ncentive tools. An exam nation of current occupational
field distributions should be reviewed for redundancy and
duplication, upon elimnation of redundancies an opportunity
for personnel to take training and transfer to new duties
should be provided. If the data is «classified, the
personnel operating the equipment wll also require an
appropriate level of security clearance. The system nust be
capabl e of being managed by personnel with a basic/m nimum
knowl edge of Information Technol ogy and PKI systemtraining

Allowing a Sergeant or Staff Sergeant the opportunity
for selection to Warrant Oficer can help to maintain a
“Zero-add” approach to personnel requirenents. Also, adding
an Information Technology Managenent Mlitary GCccupation
Specialty (MXS) to the Limted Duty Oficer (LDO board
much, like the Ordnance and Logistics Field has done, can

help in retaining Marines for a full career.

35



2. Physi cal Security

Physical security protection is an inportant aspect of
a PKI. PKI conponents need to be secured to preclude |oss
from theft of conponents and to safeguard the data.
Handling classified equipnment is not new to the Marine
Cor ps. The physical security of classified PKI conponents
can be maintained along side already existing classified
i tens. Two-person integrity (TPlI) can be inplenented when
securing and shi ppi ng equi pnent needed for the operation of
a tactical PKI. The conputer equi pnent designated as the
primary workstation for the LRA will be kept within a secure
ar ea. The information contained on the LRA machine is
consi dered sensitive but unclassified (SBU). The personnel,
as nentioned above will be screened for the proper clearance
required for the task assigned. Again, this is not new to
t he Marine Corps.

3. Har dwar e and Sof t war e

The hardware (HW and Software (SW for the LRAs and
users should be well thought out and specifically designed
for tactically deployed units. |If it is deenmed necessary to
have tactical LRAs or a Ilocal tactical CA,  serious
consi deration shoul d be gi ven to the workstation

requirenents. The readers and tokens should withstand a
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host of environnmental scenarios such as sand, heat, and
hum dity and should al so be small and |i ghtweight.

A nmedium assurance (Class 3) PKI LRA requires the
follow ng software: Wndows NT 4.0, and NETSCAPE 4.05 or
greater, (US version only), wth NETSCAPE Conmuni cator, and
the Local Registration Authority (LRA) SWand G aphical User
Interface (GUI) available from D rector, Conmunications
Security Material (DCWVS).

A nmedium assurance (Class 3) PKI LRA requires the
followng hardware: Pentium PC, Token Reader, standal one
printer, Tokens and when required Internet connectivity.
End-Users require a PC with Wndows NT 4.0, NETSCAPE 4. 05 or
greater wth NETSCAPE Commruni cat or and | nt er net
connectivity. End-Users will require token readers after
the mgration to the nmedium and hi gh assurance (C ass 4) PK
t hat uses hardware based cryptographic tokens.

4. Transportation

The total tactical PKI system nust be transit cased and
have a 2-man [ift maxi num weight, 200 |bs [Ref 18, #161].
Transport requirenments should address airlift and vehicle
capabilities (i.e., roll-on or sling | oaded).

Locking weat herproof cases need to be provided to
transport al | associ ated equi pnent as specified in

subparagraph 3. Standard 9 cubic foot boxes can be utilized
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or the owning unit can manufacture boxes. A standard case
made out of plastic with shock resistant material 1ining
i nsi de woul d be preferable.

5. Bi onetrics

More bionetrics needs to be inplenented into the
tactical PKI [Ref 18, #226]. The inplenentation of
bionmetrics into a tactical PKI needs to be incorporated
during this early stage of the devel opnent process.

There are many environnental concerns that need to be
consi dered when inplenenting bionetrics into the tactica
environnent. Sand, water, extrenes in tenperature are just
a few An inplenentation of bionmetrics for the tactica
environment can be fingerprint match points stored on a
token and in devices such as cell phones. The token does
not need a fingerprint to operate. The cell phone with a
fingerprint reader enbedded at the base needs a match
between what it reads with what is stored in its directory
and what match points the token provides. |In this case the
cell phone can only be activated if there is a three way
mat ch between the points stored on the token with what is
provi ded by the fingerprint reader and what is stored in the

cell phone.
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C. KEY ESCROW RECOVERY AND DI RECTORI ES

1. Key Escrow Recovery

Key recovery systens work in a variety of ways. Early
“key recovery” proposals relied on the storage of private
keys by a trusted third party. Recently, techniques that
use “escrow agents” or “key recovery agents” have been
pr oposed. These systens build an encrypted copy of the
“session key” that is stored wwth the data. The key used to
encrypt the session key is only known to the recovery agent.
Sone systens split the ability to recover keys anong several
agents.

Key escrow recovery supports a nunber of inportant
services, such as a backup nechanism that ensures that a
tactical conmponent will continue to have access to its own

encrypted archive in the event that a public or private key

is lost. The system put in place should address the
capability of rapid access to all current and previous
encrypted data. It is not difficult to design and inpl enent

smal | -scale systems that successfully recover keys or
pl ai ntext according to sone access policy. The difficulties
arise fromensuring that a |arge-scale system or system of
systens, does not inadvertently or naliciously |eak data.
All key recovery systens require the existence of a highly

sensitive and highly avail able secret key or collection of
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keys that nust be maintained in a secure manner over an
extended tine period. These systens nust nake decrypted
information quickly accessible to the correct tactical
conponent . These basic requirenents make the problem of
general key recovery difficult, expensive and potentially
too insecure and too costly for many applications and nmany
users.

The inpact of key recovery can be considered in at
| east three dinensions: Ri sk, Conplexity, and Econom c Cost.
Ri sk for a key recovery systemdeals with the failure of key
recovery nechanisns that can jeopardize the proper
operation, underlying confidentiality, and ultinmte security
of the encryption systens. Threats include inproper
di scl osures of keys, theft of valuable key information, or
failure to be able to neet tactical denmands. A fully
functional key recovery infrastructure is an extraordinarily
conplex system with nunerous new entities, keys, tactica
requi renents, and interactions. The true economc cost of a
key recovery infrastructure is difficult to nodel.

It is still possible to make sound judgnents about the
basi ¢ system el enents, shared by all key recovery systens.
Key recovery systens are inherently |less secure, nore
costly, and nore difficult to use than simlar systens

without a recovery feature [Ref 12, p 18]. Key recovery
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degrades many of the protections avail able from encryption,
such as absolute control by the user over the neans to
decrypt data.

In spite of these difficulties key escrow and key
recover services nust be provided locally in tactical
si tuati ons. A tactical conponent cannot rely on reachback
to recover encryption private keys.

2. Directory Services

Directory services nust be available/tailored to
support the user comunity of the tactical net wor K.
Depl oyed tactical conponents require real-tinme support, and
the occasional “down” CA or directory wll degrade an
operation’s effectiveness. Local tactical directories need
to be self-contained, so that they do not need to rely on
reachback for updates or replication. Two techniques can be
enployed to mnimze directory size to conserve bandw dth
during replication and updates. The first is to issue

certificates on a one-to-many basis instead of on a 1-to-1

basi s. Wthin a tactical conponent you may have three
i denti cal sub conponents wth identical traits and
characteristics that carry out the sane tasks. |[If the only

one of the sub conponents is used at a tinme, then you only
need to issue certificates to the sub conponent conducting a

tactical operation. The second is to replicate only the
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part of the directory that is needed for a tactical
operation. However, the |ocal tactical CA should still have
the sane real-tine capability for certificate revocation,

key recovery and certificate status checking.

D. CERTI FI CATE REVOCATI ON LI ST (CRL)

Certification Practices Statenents descri be operational

aspects of a PKI. They need to be tailored to specific
envi ronnent s. Depending on the nature of an operation or
tactical scenario, differing procedures wll need to be

established regarding operations such as conprom se
notification/recovery, certificate revocation, certificate
revocation delay (i.e., mninmum acceptable tinme to post
revocation to CRL or wupdate Online Certificate Status
Prot ocol services), and frequency of directory updates.

1. CRL Distribution Schene

Certificate revocation is just as inportant in tactical
situations as it is in non-tactical situations. Thus CRLs
need to be maintained to support tactical network users.
Currently, the DoD PKI uses X 509 version 3 (X 509v3) CRLs
t hat have extension fields that can provi de nmany advant ages.
X.509v3 certificates allow CAs to define the extension
fields as they see fit. Extension fields may contain

additional information that can be specified for optional
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use within a PKI. One possible use for extension fields is
to contain a CRL nunber. |f each CRL issued for a given
certificate population is assigned a sequentially increasing
nunber, users can determne if they are mssing a CRL. The
extension fields can also be used to reduce the bandw dth
required for updates of CRL information. One such technique
uses the concept of Delta-CRLs.

Rat her than issue a full CRL, the local tactical CA can
sinply issue a list of the changes that have occurred since
the last time a full CRL was issued. Users who maintain
their own CRL database can use a delta-CRL to keep their
copi es updated w thout having to download and process all
the entries of a full CRL, saving bandw dth and conputing
tinme. An extension field in the CRL designates a CRL as
either a full CRL or delta-CRL

The extension fields also allow a “revocati on reason”
to be specified for each revoked certificate in a CRL. This
field allows CRLs to be partitioned by revocation reason.

Routine revocations, for exanple, those due to nane
change or |ost password, can be placed on a separate CRL
from one listing certificates that have been revoked for
security reasons. The [|ist of routinely revoked

certificates can be distributed less frequently wthout
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af fecting t he possibility of usi ng a conprom sed
certificate.

CRLs can also be partitioned on a conponent basis.
Thus if a user needs to verify the validity of a certificate
of a user froma specific conponent, they only need to check
the CRL from that specific conponent rather than the ful
CRL.

Al of these CRL extensions still do not overcone the
fundanental problem of a lag in tinme between when a
certificate is conprom sed and when its revocation appears
on an end users CRL. Even with partitioned CRLs and
frequent delta-CRL issuance, there is still a w ndow of
opportunity when a conprom sed certificate could be used.

2. Enmer gency Revocation

The tactical PKI should have a provision for energency
revocation in case of overrun or capture which can be
executed in a worst-case tine of 15 mnutes, with 5 m nutes
being the desired tinme [Ref 18, #149].

The decision to execute energency revocation 1is
predicated on the current tactical situation. If the
tactical conponent conmander believes that due to the
current tactical situation that it would be in the best
interest of the overall operation to revoke the certificates

of the conponent, then there should be an efficient neans to
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do so. Situations may include but are not limted to,
overrun by the eneny or the detection of a traitor in the
conponent . The tactical conponent stranded w thout PKI
credentials wuld have to rely on other types of
crypt ography when conmunicating until the current situation
can be corrected.

It can be inplenented efficiently if the certificates
for each tactical conponent in a tactical operation are
identified by their tactical conponent nane. If this is
done, all certificates for a tactical conponent can be
revoked by just sending back a high priority nessage with
just the nanme of the tactical conponent. By using just the

name, bandw dth woul d be conserved.

E. MANAGEMENT OF TOKENS

1. Managenment of Tokens

Service nenbers will performjobs that will require the
use of their PKI tokens. | f they show up to performtheir
jobs and their token fails, how quickly can the
infrastructure react to resolve the problenf

Tactical tokens should be issued and nmanaged in the
sanme manner that weapons are issued and managed. The |oca
tactical CA should deploy wth enough pregenerated

certificates and correspondi ng tokens for all nenbers of the
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tactical conponent and sone spares to prevent the need for

reach back to CONUS. Marines who use PKI-enabled
applications to conduct daily garrison business wll use
their garrison token. Marines in support of a tactical

operation who are in need of a tactical token and
certificate will be issued a sanitized tactical token on an
as needed basis allowng the Marine to |eave behind their
garrison token.

The argunent for a sanitized tactical token, which is
different from the garrison token is based upon the fact
that currently garrison tokens are intended to include DoD
personnel information (nedical/dental records, dependent
information, etc.) in addition to PKI cryptographic data and
processing [Ref 29, p.6]. It would be extrenely unw se (and
a departure from current practice) to carry this persona
information into a tactical situation.

When a tactical operation is begins, the | ocal tactical
CA sends a nessage to the RA notifying it of certificates
i ssued and the corresponding user identification associated
with those certificates. Wen the operation ends the tokens
will be turned in for storage and a nessage wll be sent to
the RA notifying it as to which tokens have been returned.
Al t hough the technology allows for nore than one private key

on a token, | believe that the use of distinct sanitized
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tactical token should be issued if there is a risk that the
garrison token nmy becone conprised. Private encryption
keys associated with deployable tactical accounts nust be
| ocally escrowed and the escrowed keys nust be deployed to
support in-theatre key recovery. The certificates/tokens
associated with the tactical accounts wll need to be
revoked upon exercise/operation term nation.

2. Types of Tokens

Before the Marine Corps conmts to a Common Access Card
(CAC) or other token for the tactical environnent it needs
to ensure that the tokens and readers can hold up under the
various tactical conditions.

In non-tactical contexts, the token used to store a
users private key is currently the CAC A CAC is very
simlar to your VISA credit card. The magnetic stripe on
the back allows digitized data to be stored on the card in a
machi ne-readabl e format. The stripe’s storage capacity is
about 1000 bits and anyone with the appropriate read/wite
device can view or alter the data. For increased protection
and to make the client token nore powerful, an integrated
circuit was incorporated into the card and the integrated
circuit card has now becone known as the Smart Card. Snart
cards are now available with over 20 Kbytes of nenory.

Smart cards have both pros and cons. There are concerns
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with smart cards as to how well they will stand up to a host
of environnental scenarios, such as sand and sea salt spray,
coomon to Marine Corps tactical situations. Pr oper
mai ntenance is required for both the smart card and the
smart card reader. Recent exerci ses have proven that sand
is an environnmental hazard to smart card readers that can
render them usel ess.

One alternative is a key-sized token that the
i ndividual can carry on a key ring and plugs into the USB

port of the machine being used. CYLINK'S Mnikey is an

exanple of this type of token. It is no bigger than a
vehi cl e key. The USB port can be covered with a rubber
grommet when not in use. How well this will work wth

handhel d devi ces, such as a Personal Digital Assistant (PDA)
and cell phones, still needs to be addressed. One advant age
of smart <cards 1is their ability to store additional
informati on, such as a bar code and a picture for increased

authentication in addition to keys in support of the DoD PK

F. LOSS OR CAPTURE OF PERSONNEL AND EQUI PMENT

1. Rapi d Voi di ng of Menory

Tactical threats that nust be accounted for include:
overrun and capture, equi pnent destruction, |oss of nodes of

the network due to jammng, l|oss of personnel due to
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causalities, etc. Thus all tactical equipnent, cell phones,
Personal Digital Assistant, and PKI tokens nust support
rapid voiding of menory in case of capture or nust be
constructed with self-destructing tanper proof technol ogy.

This includes, a nethod for zeroizing the |ocal
tactical CA data (e.g. CA directory) that can be executed by
a switch or a commnd sequence initiated by the
adm nistrator with the proper token.

2. Suspensi on of Credentials

There shoul d be a capability for suspendi ng
certificates for individuals whose status has becone
unknown, and for reinstating the individual’s certificates
once active status has been confirned.

The followng scenario illustrates the need for this
capability. Suppose an i ndividual disappears behind eneny
lines and later attenpts to conmunicate with the tactica
net wor k. If the user’s certificate has been revoked, this
comuni cation will be deni ed.

One way to support t he capability of
suspending/reinstating user’s certificates is through the
use of “revocation reason codes” in CRLs. Thus, a CRL can
list the certificates that are currently suspended until
pr oper notification that the certificate has been

conpr om sed. If a suspended certificate is wused, the
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message will still be accepted but it wll be flagged as

guesti onabl e.

G CONCLUSI ON

This chapter has described sonme of the tactical issues that
affect the Marine Corps’ role, policies and overall strategy
for a PKI inplenentation. Proposed solutions to the
tactical effects were discussed. A sunmmary, conclusion and
recommendations for further research will be discussed in

Chapter V.
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V. DI SCUSSI ON AND CONCLUSI ONS

A DI SCUSSI ON

The United States Marine Corps (USMC) Public Key
Infrastructure (PKI) is defined as the framewrk and
services that provide for the generation, production,
di stribution, control, and t racki ng of public key
certificates. It is a mjor elenment of the Marine Corps
Information Assurance (lA) strategy that is based on a
“Def ense-i n- Dept h” concept.

At present, the DoD PKI program Mnagenent Ofice
(PMD), in conjunction with the Defense Infornmation Systens
Agency (DI SA), Federal agencies, and Services are working
against an existing tineline to provide a standard PKl
capability. Since the technology is still evolving, the
Mari ne Corps hopes to influence current products with Marine
Cor ps requirenents by using a strategy of early
participation wth current vendors. This, in turn, should
mnimze the use of Gover nnent - O f -t he- Shel f (GarS)
devel opment and | everage existing commercial PKI technol ogy,
standards, and services.

Both the USMC Class 3 PKI and the target Cass 4 PKl
enpl oy centralized certificate managenent and decentrali zed

registration. Using this architecture, the USMC will issue
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certificates to all it nenbers, to include USMC (DoD)
civilian personnel, by Cctober 2002. However, the tactical
environnents that the mlitary faces present a uni que set of
challenges to this architectural approach. Since the
current DoD PKI was not designed wth the tactica
environnent in mnd, the full extent of deficient operation
in the field is unknowmn. The nature of the tactical arena
invari ably suggests that the USMC nust enploy alternative
solutions, at least in part, to institute a PKI tactically.
The challenge, in part arises from the need to alter the
architecture to fit the requirenents of the tactical arena.
Based on experience and technical know edge, the USMC has
identified areas of concern, which was the focus of this
docunent .

The Marine Corps is ideally suited for joint, allied,
and coalition warfare. It is the only Service specifically
tasked by Congress to operate as an integrated conbi ned arns
force providing a joint force enabler in three dinensions—
air, land, and sea. The Marine Corps operates as part of a
| arger joint force. Marine Corps Strategy 21 [Ref. 21]
gui des a Marine Corps capable of acconplishing its specified
and inplied tasks derived fromthe guidance in the National
Security Strategy, the National MIlitary Strategy, and other

strategi c docunents. Marine Corps Strategy 21 al so supports

52



Joint Vision 2020, which builds wupon and extends the
conceptual tenplate established by Joint Vision 2010 to
gui de the continuing evolution of the Arned Forces. Marines
must anal yze and i nfluence this evol ution.

As first described in Joint Vision 2010, the potenti al
of the information revolution will be used to transform
today’s capabilities for maneuver, strike, logistics, and
protection to becone dom nant maneuver, preci si on
engagenent, focused |ogistics, and full di nmensi onal
protection. To build the nost effective force for 2020, we
must be fully joint: intellectually, operationally,
organi zational ly, doctrinally, and technically [Ref 26, p.
2] .

Three aspects of the world of 2020 have significant

inplications for the US Arnmed Forces:

First, the United States will continue to have gl obal
interests and be engaged with a variety of regional actors.

Second, potential adversaries will have access to the
gl obal comercial industrial base and nuch of the sane
technology as the US military.

Third, we shoul d expect potential adversaries to adapt
as our capabilities evolve [Ref 26, p. 5,6].

A difference between Joint Vision 2010 and Joi nt Vision
2020 is the addition of the term full spectrum dom nance.
The term full spectrum dom nance inplies that US forces are
able to conduct pronpt, sust ai ned, and synchroni zed

operations with conbinations of forces tailored to specific
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situations and with access to and freedomto operate in al
domai ns—space, sea, land, air, and information [Ref 26, p.
8] . Upon realizing the potential of the information
revolution, the transformation of the joint force to reach
full spectrum dom nance rests upon information superiority
as a key enabler and our capacity for innovation.

Joint Pub 1-02 contains the follow ng two definitions:

I nformati on environnent—-the aggregate of individuals,
organi zations, and systens that collect, process, or
di ssem nate information, including the information itself.

Information superiority-the capability to collect,
process, and dissenminate an uninterrupted flow of
information while exploiting or denying an adversary's
ability to do the sane.

| nf or mat i on, i nformation pr ocessi ng, and
comuni cations networks are at the core of every mlitary

activity.

B. CONCLUSI ONS

Addressing the requirenents for the deploynent of a PK
in the USMC tactical environment is a difficult and ongoing
task. As nentioned earlier, the USMC is ideally suited for
joint, allied, and coalition warfare. It is the only
Service specifically tasked by Congress to operate as an
integrated conbined arnms force providing a joint force
enabler in three dinmensions: air, land, and sea. The Marine
Corps operates as part of a larger joint force. Operation

in a Joint environment inposes additional requirenents
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regarding the of commnality of equipnment and applications
to support a tactical PKI.

A PKI Pilot for Tactical USMC needs to be conducted.
The purpose of the Pilot should be to deploy Public Key
Technol ogy to under st and oper at i onal benefits and
shortfalls. The pilot program wll allow |everaging of
cryptographically supported commercial security technol ogy
wher e applicabl e. It will also facilitate the devel opnent,
integration and testing of CGovernnent off the Shelf (GOTS)
cryptographically supported security technology to neet
specific USMC tactical requirenents. To produce useful
results, any worthwhile pilot would have to be conducted in
a coalition network/environment. A pilot programw | also
allow the USMC to validate current solutions envisioned for
the tactical arena. The USMC needs to continue work on a
tactical PKI Oper at i onal Requi renents Docunent (ORD),
separately from the DoD PKI ORD, so that USMC specific
requi renents can be net.

The USMC needs to establish and coordinate tactical PKI
foruns and workshops. Al so the USMC should not plan in a
vacuum Looking outside to other services and to the
private sector can assist in the search for a workable
sol uti on. It is inportant to realize that each of the

Services’ specific mssions and roles will create different
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definitions of “tactical”. O course, the nontactical PK

and the tactical PKI, wll have to interoperate.

C. RECOMVENDATI ONS FOR FUTURE RESEARCH

Bel ow are sone recommendations for future research

1) Sonme tactical networks are on the SIPRNET, and sone
are not. There should be sone research into the
requi renents for tactical/deployed unit’'s networks (i.e.,
S| PRNET) .

2) ldentify and discuss the full inpact on privacy and
security of using a DoD Commobn Access Card. For exanpl e
given that the future mlitary ID card will be a smart card
containing PKI certificates, what are the possible
inplications and risks? What information shoul d/should not
be contained on the smart card?

3) Wihich weapons systens/applications are candi dates
for PK  enabling (1.e., require PKI services of
aut hentication, integrity, non-repudiation, confidentiality,
or availability)? For exanpl e, woul d exi sting
artillery/call for fire systens benefit from the additional
aut hentication/data integrity mechanisns provided via PKl
digital certificates? \Wat are the disadvantages? Wuld
i npl ementing a PKI increase the length of time that it takes

to request support from a call for fire systenf Woul d
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i npl enmenting a PKI degrade the Quality of Service of a call
for fire systemor enhance it?

4) Systenms using PKI technology to protect SBU
i nformati on over unencrypted networks, such as e-mail, nust
mgrate to the use of Class 4 certificates and hardware
tokens by 31 Decenber 2002. Gven this deadline, what
standard token should be used? Smart Cards are currently
bei ng di scussed, but with the increasing varieties of Smart
Cards what standards (i.e., power currently 5 volts, nobile

phone conponents currently 3 volt) are to be adhered to?

D. SUVVARY

This thesis has identified and described a few of the
i ssues challenging the deploynent of a PKI in the USMC
tactical environnent. Sone of the issues wll be overcone

with the use of a well thought-out and robust tactical

token. Also, the use of CRL extensions will help maintain
current and efficient certificate directories. Equi prent
self-protection wll also aid in assuring security. The

devel opnent of a solution for the tactical arena is a fluid
and conpl ex chal |l enge that needs to be addressed in order to

ensure the best support of tactically deployed forces.
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APPENDI X.  ABBREVATI ONS AND ACRONYMS

ASD Assi stant Secretary of Defense
c2 Command and Contr ol
C3l Command, Control, Conmunications and

Intelligence

CA Certificate Authority

CAC Common Access Card

(G NO) Chief Information O ficer

CPS Certificate Practice Statenments
CRL Certificate Revocation List

DI SA Def ense I nformati on System Agency
Dl | Def ense Information Infrastructure
DMC Def ense Mega Center

DVB Def ense Message System

DoD Depart nent of Defense

DoN Depart ment of the Navy

DTS Def ense Travel System

EDA El ectroni ¢ Docunent Access

(C O] ) Governnents off the Shelf

aul G aphic User Interface

I A | nf or mati on Assurance
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| &A
| SSO

JCALS

KM
LDO

LRA

M TNCC

NI PRNET

NMCI

NSA

PDA
PKI
PM

PMO

SI'M ME

| dentification and Aut hentication

| nformati on System Security O ficer

Joi nt Conputer Aided Acquisition Logistical

Support

Key Managenent Infrastructure
Limted Duty O ficer

Local Registration Authority
MIlitary Qccupation Specialty

Medi um G ade Service

Marine Corps Information Technol ogy Network

Operation Center

Noncl assified Internet Protocol Routing

Net wor k

Navy Marine Corps Intranet

Nat i onal Security Agency

Qper ati onal Requi renents Docunent
One Tinme Password

Personal Digital Assistant

Public Key Infrastructure

Pr ogr am Manager

Program Managenent O fice

Regi stration Authority

Secure Multipurpose Internet Miil
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SBU Sensitive But Uncl assified

SI PRNET Secret Internet Protocol Routing Network
SSL Secure Socket Layer

TA Trusted Agent

u b Uni que ldentifiers

us United States

usmMc United States Marine Corps
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